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Motivation & Objectives 

 Mobile security development 

 3 Objectives 

 1 - AES, SHA-2/3 (hash) & RSA on Windows PC 

 2 - Above algorithms on Android Phone (ICS+) 

 3 – El’gamal Encryption on android and 
incorporation with ABE 

 



Progress 

 Objective 1 – fully completed 

 Objective 2 – largely completed 

 Objective 3 – scheduled on 2nd semester 



Objective 1 

 Developed with C & OpenSSL library 



Obj 1.1 - AES 

 Symmetric encryption 

 Support 4 modes of operations 

 Electronic Codebook (ECB) 

 Cipher Block Chaining (CBC) 

 Cipher Feedback (CFB) 

 Output Feedback (OFB) 

 3 different key length 

 128, 192 and 256 bits 

 



 



Obj 1.1 – Code Snippet 

 



 



Obj 1.2 – Hashing 

 One way mapping function 

 Support 4 algorithms from SHA-2 family 

 SHA-224 

 SHA-256 

 SHA-384 

 SHA-512 



 



Obj 1.3 RSA 

 Asymmetric encryption 

 Public & private key pairs 

 Support using RSA to encrypt an one-time 
AES key 



 



Objective 2 

 Developed with Java & JCE 

 A Java program that run on PC is completed 

 Porting to android is in progress 



 



 



Cross Platform Demo 

 Do the encryption from PC 

 Decryption from Phone, vise versa 



 





Problems Encountered 
 
 Compatibility of encryption algorithm on 

different android devices 

 Manufacturer has their own standard 



Future Actions 

 Continue developing objective 3 

 El Gamal  encryption on android 

 Incorporate with Attribute based encryption 

 Enhance the flexibility 

 Allow more parameters, setting 

 UI improvement 

 



Q&A 


