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1. Project Background

Everyday, we receive a plethora of emails every day which may contain some
URLs. These emails may be malicious. A malicious email is one which may
probe us to redirect to unexpected sites or cause some harmful software to be
downloaded. To give an example of a malicious email, an email might contain
some special or secret information with the recipient that will help with his health
issues, financial issues, or other common problems, like a secret cure for high
blood pressure and high cholesterol that the medical establishment does not
want you to know about. Many of these emails do not provide details: you have
to click through to get the secret. Once you click on this malicious URL, it can
redirect you to websites in order to steal your sensitive information like Credit
Card details, passwords etc. It is easy to look at an email and not see what is
hidden behind the display, but what is behind it is some complicated
programming. Just a little bit of knowledge, it can be understood how this works,
and leveraging this knowledge a better alert system can be built to avoid these
potential problems. Our solution hence is to build a new (or modify an existing
open-source) email client.

2. Project Objective

It is easy to look at an email and not see what is hidden behind the display. In
fact, most people would not even suspect that behind a very simple looking email
might be lurking some complicated programming. Hence the objective of our
project is to build a new email client or modify an existing email client source.
The main goal of the email client is that it can read through the contents of emails
and perform analysis on the URLSs that are included in the email. The analysis
can be based on any existing online URL checker or our own Al algorithm.
Warning messages can then be issued to the user accordingly as to whether the
URL or attachments in the email are safe to open or whether they are harmful.
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3. Project Methodology
In order to detect and combat malicious URLS it is paramount to understand the
goals and intentions of the sender.

3.1 Targeting:

The target of a malicious email may either be to one specific person (TME, also
known as spear fishing) , or may be sent to multiple recipients (UnTargeted
Malicious Email (UTME). The one targeting multiple recipients can be more
easily identified as malicious as opposed to the one targeting one specific
person. This is because of the cost trade-off to sender and is usually only used
when a high level of information is to be extracted. For example, a high
technology enterprise may be vulnerable to this attack as the person may hold
database access such as plans of marketing, client details or other sensitive
data.

3.2 Addressing:

In order for senders to camouflage their identities, they use certain hiding
techniques in order to mask the email source, such as copying someone on the
recipient’s contact list, or a celebrity.

3.3 Content:

The content of emails holding malicious URLs may vary. The message body can
include all kinds of hidden features that you may not be able to see when you
view it in your normal viewing window. For example, messages often seem very
short (see Figure 1). However, the actual message contains way more than what
is usually visible (see Figure 2).
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Nerts org> August 12, 2013 4:10 AM
To! Hde Details
Reply-To: Alens @imponantnawsmepons.on

The company credit card

Business Crecit Card
Multiple Dusiness SABQNS credit card

Check out greal business cradit cards and find the right one for you here

Prgfgrances

To unsubscribe from our email list, please go here .

Figure 1: An email containing just malicious URLS

—MAT-a1t-1367168576
Content-Type: text/plain; charset=IS0-8859-1

—MAT-a11-1367188576
Content-Type: text/htmal; charset=utf-§
Content-Tronafer-Encoding: gueted-printable
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Figure 2: Actual email content

As we can see, there need not be any direct relationship between the text that is
displayed and the underlying URL. In this particular case, the display text is
Business Credit Card, but the underlying URL is different. This is a big clue that
the message may be an attack rather than a legitimate message and the URL
should not be opened.
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. Project Schedule and Milestones

Given below is the tentative schedule of the project which shows when and what

will be achieved at various stages of the project.

Timeline Milestones Deliverables
September Proposal * Project plan
* Project webpage
October - Design
November
Late Development
November -
Mid March
January * First Presentation
February Phase 2 * Preliminary Implementation
* Detailed interim Report
April Phase 3 * Finalized tested
implementation
* Final Report
End April Deployment * Final Presentation




